3GPP TSG-SA3 Meeting #115	S3-240523
Athens, Greece, 26th February - 1st March 2024

	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.511
	CR
	DraftCR
	rev
	-
	Current version:
	18.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	New test for peer certificate checking at gNB

	
	

	Source to WG:
	Huawei; HiSilicon

	Source to TSG:
	S3

	
	

	Work item code:
	  TBD
	
	Date:
	2024-02-26

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-19

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	[bookmark: _GoBack]Addition of a new test for peer certificate checking that corresponds to a new threat introduced in a parallel contribution S3-240527 to the gNB network product class annex in TR 33.926..

	
	

	Summary of change:
	Addition of  a new test case for peer certificate checking by gNB.

	
	

	Consequences if not approved:
	Incomplete SCAS coverage of certificate related functionality.

	
	

	Clauses affected:
	4.2.2.1.x(new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	





 ************* 1st of Change*************
4.2.2.1.x	Peer certificate checking
Requirement Name: Peer certificate checking at base station
Requirement Reference: In accordance with industry best practice.  
Requirement Description:
The gNB is expected to support some capability for checking the validity of communication peer's certificates.
Test case: 
Test Name: TC_PEER_CERT_CHCK
Purpose:
Verify that the gNB can check the peer certificate is valid or not.
Procedure and execution steps:
Pre-Conditions:
-	The gNB network product shall be connected in emulated/real network environments.
-	A peer, e.g. AMF, SEG may be emulated.
-	The gNB is configured the necessary information to connect with the peer.
Execution Steps:
1. The tester configures the peer with the invalid certificate, e.g. expired certificate, wrong signature.
2. The tester triggers the gNB to connect to the peer.
Expected Results:
-	The gNB does not establish a connection and may raise an alarm that the peer certificate is invalid.
Expected format of evidence:
The logs and the communication flow in a .pcap file.

************* End of Change*************

